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Student ID breach embroils thousands
Williamson may offer families credit protection

BY MARIA GIORDANO « STAFF WRITER « JULY 11, 2008
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FRANKLIN — Private information about thousands of Williamson County school children was posted on a
personal Web site almost a year ago, but school officials didn't realize it until they learned that a Web-surfing
child found evidence of the breach in late June.

The discovery of the security violation, which could involve as many as 17,000 students and faculty
members, has caused a furor among parents whose children have been affected. The greatest concern is for
identity theft because of the large amount of personal information divulged on the site. That information has
been taken down.

"I have read a lot of horror stories about kids
whose Social Security numbers were used," said
Janette Bodor of Brentwood, who got an
automated call Wednesday evening from
Williamson County Schools informing her that her
children's identity may have been compromised
online. "They find out at 16 years old they have
terrible credit."
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District officials will hold a news conference this
morning at 11 to provide parents with more details
about the breach. They hope also to give parents
options to protect their children's identity.

Linda Foley, a specialist in child identity theft,
urged parents to stay vigilant about the possible
misuse of a child's Social Security number, but

said identity theft isn't likely in this case.

"Unless someone knew that posting was there, they weren't looking for it in the first place and it probably
went unnoticed," said Foley, founder of San Diego-based Identity Theft Resource Center.

She acknowledged, however, that the problem of identity theft among children has become more prominent
in recent months.

"This has got to be a parent's worst nightmare," Foley said.
Privacy Site Cites Breach

For Bodor, it definitely was a disturbing discovery. After receiving the call Wednesday, she went to the
Internet and found her older daughter's name on a consumer protection Web site that indicated the girl's
Social Security number had been exposed for two months last year.

The site that Bodor found, ssnbreach.org, is produced by the Liberty Coalition, a Washington-based
nonprofit group that champions privacy and civil liberties.

The coalition's site reports that "about 17,000 Tennessee K-12 students and the names of several hundred
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teachers were posted on a personal Web site" in three separate files, which included names, birth dates,
gender, test scores and Social Security numbers.

Employee Uploaded Files

The site names Chris Nugent, the Williamson County Schools assessment specialist, as having placed the
files online in an attempt to transfer the data from one computer to another, thinking the information was
encrypted. But the files were "cached," or indexed, by search engines. The site says that all the files have
since been purged.

Jason Golden, lawyer for Williamson County Schools, acknowledged that Nugent mistakenly uploaded the
information for a graduate studies project. As assessment specialist, Nugent had access to the information,
but uploading it violates federal education privacy law.

Director of Schools Becky Sharber can recommend Nugent's dismissal to the school board, but that hasn't
been determined, Golden said.

"It's a serious breach, from our perspective," Golden said. "The number-one goal is to figure out first the
impact on students. Then, employee and employer relationships."

Golden said the district was considering providing some kind of credit-protection service.

A call to Nugent's home had not been returned by press time Thursday. A news release posted on the Web
quotes Nugent as saying, "I cannot express to you enough that | believed | had taken every precaution to
maintain strict security procedures and secure all information."

Student Discovered It

Ironically, it was a child surfing the Internet who found the Liberty Coalition site and brought the information
to parents. The parents subsequently contacted administrators, who acknowledged learning about the
problem on June 26.

Parents received e-mails and an automated telephone call about the incident from Director of Schools Becky
Sharber around 7 p.m. Wednesday.

"Every concern a parent has is a reasonable concern," Golden said.

Carol Birdsong, a district spokeswoman, said the rumor mill had led to misinformation. She also said the
Liberty Coalition's Web site wasn't completely accurate in suggesting that information on as many as 17,000
students may have been involved. The district believes the figure to be around 3,000 students, she said.

Sharber said in her telephone call that Social Security numbers were given for about 15 percent of the
students.

No personal information was released about teachers, Golden said.
Representatives of the coalition could not be reached Thursday.
'Oh, No, Not Again’

Williamson County parent Lori Murphy, who was the victim of an identity theft that twice drained her checking
account, said the news that their son's personal data might be exposed was a shock. She and her husband
couldn't help but think, "Oh, no, not again."

She said she planned to check her son's credit information as soon as possible. Even so, she had questions
about what really happened last year, and why it took so long to let parents know.

"You wonder who had the information and had seen it and didn't tell anyone," she said. "There are a lot of
blurry lines."

Contact Maria Giordano at 771-5425 or email mgiordano@tennessean.com. Reporters Kevin Walters
and Charles Booth contributed to this report.
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noahlittle wrote:
ﬁ Can anybody be trusted with your personal information? Half of the places that you
give this information to are so flippant with it. For example, I've been asked numerous
times to give my bank account to the teller while at a crowded bank. They expect me
to give it verbally. Where anybody in the bank might overhear!
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I've seen many more examples of carelessness. And then you have to consider
whether the person you're entrusting with your sensitive information is trustworthy or
not? Half of the time | wouldn't trust that person to tie their own shoes, but I'min a
situation where | must give them my personal information.

And now it seems that everywhere you turn, somebody needs your personal
information. I'm just waiting for the day when the guy at the theatre says (loudly):
"And what was your social, sir?"

It's gotten so | think I'm going to start walking around with a T-shirt that has all my
personal information printed on it. At least then I'd know who to blame when my info
got into the wrong hands. (maybe)

And don't even suggest that | should buy insurance for this. The very idea is
ludicrous. As if | didn't already pay enough premiums, now | need to insure myself
against ID theft? A threat that never really existed until the last 10 years or so? I'd feel
better if all of the ID thieves banded together and forced me to pay protection money.
It wouldn't be much different.
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opinions2008 wrote:

| am ticked off. | know that Mr. Nugent probably did not mean to do this but by not
reporting it, he gave potential identity theives almost one year to do what they
wanted. From my understanding, anyone could have stumbled across this website.
The information was up for 2 months and google had archived it. If he had simply
reported it, parents could have issued a possible fraud alert for all students involved.
What they also are not telling you is that if your child is under 13, which most of these
students are, you cannot go to annualcreditreport.com and get a copy of your child's
credit report. You have to mail a copy of their birth certificate, social security card, the
parents drivers license and a copy of a current utility bill to the credit bureau. | am not
thrilled with the thought of putting all that info in one envelope and mailing it. Mail can
and does get lost. | understand this is for the child's protection, but it would be safer
to fax this. Can you do that? Who knows? The 3 major credit bureaus only have
automated phone lines. | tried yesterday to get someone live on the phone with no
luck. If you push 0, it disconnects you. If you don't choose an option, it just gives you
a mail address. If you do choose to mail this, it will take weeks to get a response.
There has to be a better option for the parents of students involved.
7/11/2008 10:23:51 AM
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mygoodness wrote:

It's my understanding that when you fill out forms, that you do not have to fill out the
whole SS #, only the last 4 digits. It's your legal right to protect your SS #.
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Impacted wrote:

There are a couple of items very disconcerting here. First, it appears that the
Williamson County Schools have no policy to protect personal identifiable
information. Why was this data not encrypted? Why were downloads of this
information allowed? Is there a training program done by the school district instructing
employees about protecting personal identifiable information. Secondly, how do you
explain the gap in time from October 2, 2007 when the Liberty Coalition sent
disclosure press releases detailing this breach to July 9. 2008 when the story broke
out on Channel 2 news? | do not buy the argument that WC schools did not learn of
this until July 9. | am suspicious of a coverup brewing.
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